Abstract-Nowadays businesses and business processes depend on Information Technology (IT) more than ever. Disruptions in an organisations' IT infrastructure causes disruptions in business processes which lead to financial losses, legal consequences, losses in reputation and may cause bankruptcies. Business Continuity Management (BCM) addresses these problems.
I. INTRODUCTION
New emerging technologies, such as Virtualisation, WebServices and Cloud Computing create whole new business ecosystems, in which business processes depend more than ever on services provided by partner organisations. Often, disruptions in services delivery affect immediately thousands of business customers and consumers. For example, on January, 4th 2010, SALESFORCE, a company offering online enterprise support services, experienced an outage for over one hour which effected 68'000 business customers [1] . Another example would be PAYPAL, a service to process online payments. PAYPAL was down for 4.5 hours worldwide on August, 4th 2009. PAYPAL usually processes 2'000 USD per second for its customers.
Disruptions do not only have a financial impact or cause losses in reputation, they may also have legal consequences. In particular key industry sectors, such as energy, gas, oil, pharmacy or finance, have to demonstrate business continuity competence, which is required by regulations and laws. A study to quantify Information and Communication Technologies (IT) business continuity risks at ESSENT NETWERK, a Dutch electricity and gas distributor, revealed, that a four hour outage of an IT service might result in a withdrawal of the licences to operate and would eventually take ESSENT NETWERK out of business [2] .
IT Business Continuity Management aims to:
• identify potential threats to an IT system, services and operations, • assess the business impact of a threat, estimate probabilities and compute risk exposures, • determine strategies and responses to these threats, and model an IT business continuity plan to overcome or mitigate a possible business disruption. IT Business Continuity Managers struggle to conduct a comprehensive, thorough and valid analysis. The reasons for this are manifold:
• IT landscapes are complex and it is hard to formulate a complete picture.
• Different methodologies are used to model and document different aspects of complex IT landscapes. For example, business processes are modelled in workflow charts, the behaviour of software artefacts is expressed in UML activity diagrams and the IT infrastructure deployment layout is documented in topology models. Business Continuity Managers find themselves lost within this variety of heterogeneous, but related models, and they have limited visibility.
• IT landscapes are adaptive systems and evolve over time. New technologies, such as virtualisation and cloud computing, allow to alter a landscape deployment layout within minutes.
• Current tool support and methodologies are insufficient to comprehend the impacts and consequences of failed elements of the entire landscape and dependent business processes.
• Last, available data sources, such as business process knowledge, UML or topology models are not re-used for the sake of business continuity management. All problems may lead to inaccurate decisions made to circumvent disruptions. In this paper we present a novel framework, which addresses the needs of IT Business Continuity Management by (1) using model-driven engineering techniques to tap into business process knowledge, (2) by providing an BC model to simplify access for Business Continuity Managers and (3) by utilising model transformation chains to access a variety of analysis tools. Our approach uses a two level model refinement process that increases the quality of the resulting analysis model in terms of accuracy and precision.
The remainder of this paper is organized as follows: Section II provides an overview on Business Continuity Management and Section III discusses related work. Section IV introduces our framework in three parts. First motivation and challenges are discussed in Section IV-A followed by an architecture description in Section IV-B. Finally, Section V concludes the paper with a summary and an outlook on future work.
II. BUSINESS CONTINUITY MANAGEMENT
Business Continuity Management is standardised by the BRITISH STANDARDS INSTITUTION (BSI) [3] . Business Continuity Management comprises four groups of activities, which are understanding the organisation, determining Business Continuity Strategies, modeling and implementing a Business Continuity Management (BCM) response, and exercising, maintaining and reviewing BCM arrangements.
To understand the organisation, the Business Continuity Manager has to understand the effects of an adverse incident on a business and the dependencies among business processes, dependent resources and possible root-causes of an adverse incident. Business Continuity Manager uses two different, but complementary analyses, the Dependency and Risk Analysis (DA) and Business Impact Analysis (BIA).
BIA aims to distinguish between mission critical processes, and non-critical business processes and functions. The Business Continuity Manger has to consider that a disruption of business processes may have a financial impact, legal consequences or may cause effects on other business values and indicators, such as reputation or customer satisfaction. For each business process and function, various different business continuity metrics are assigned. Return Time Objective (RTO) and Recovery Point Objective (RPO) are examples of BCM metrics. RPO defines "the maximum amount of data loss an organization can sustain during an event" [4] . RTO defines the "target time for resumption of product, service or activity delivery after an incident" [3] .
A Dependency Analysis is conducted to identify dependent resources, involved stakeholders, assets and internal/external service dependent to a critical business process. Also identified are possible failure modes and disruption causes. A Business Continuity Manager must be enabled to analyse how failures propagate through the system and layers. For example, the manger needs to understand how a broken air-conditioning unit may affect the data centre and servers deployed in that data centre and eventually if and when a business process will be disrupted.
A Recovery Plan details the steps to be taken to restore business operations to defined levels of operations within given timeframes.
III. RELATED WORK
BCM is close to reliability engineering. Fault Tree Analysis (FTA) [5] is a common technique used in reliability engineering to determine combinations of failures in a system that could lead to undesired events at the system level. The modelling process starts with the undesired event and is broken down into a fault tree. Each fault is analysed in more detail and if necessary broken down again, until a reasonable level of understanding is achieved. The logical relationship between faults is defined by logical "gates", such as AND, OR, XOR or NOT. Probabilities are assigned to basic events and the overall likelihood of an undesired event can be calculated. Although a fault tree analysis is able to provide a better estimation of the probability of adverse events to occur, such an analysis is not able to model the dynamic behaviour of systems since boolean gates are not able to capture the order in which events occur, nor is it possible to model time constraints, such as dead-lines. This limits the application of FTA in IT BCM to very simple analyses.
The Tropos Goal-Risk (GR) Framework [6] is used for requirement analysis and risk assessment for critical sociotechnical systems, such as Air Traffic Management. First, it provides means to model combinations of failures similar to FTA. Second, it provides semantics to model other aspects, such as time dependencies, treatments and assets, which are useful for Business Continuity Management. In fact, in [7] Asnar and Giorgini demonstrated that the GR framework could be used to analyse and compare the effectiveness and cost-efficiency of different treatment strategies. However, the analysis does not provide means to determine business impact nor does it provide means to determine BCM metrics, such as RTO. Moreover, TROPS lacks a strong business process integration nor does it provide means to generate TROPOS graphs from existing models or to integrate analysis techniques other than the ones provided by TROPOS itself.
From the model-driven engineering point of view performance oriented models have been developed for generating performance analysis models from development models [8] , [9] . Most approaches focus on software development models, e.g. UML models, as input models whereas our approach aims to take various different kinds of models into account, for example, business process models and IT topology models. Moreover, we aim to provide a cross-layer performance and dependency view.
IV. A MODEL-DRIVEN BCM FRAMEWORK
This section discusses a business process-centric framework for BCM. We elaborate on our motivation to investigate into such a framework and discuss research challenges that we encounter while designing and developing this framework. Section IV-B describes the architecture of this framework with focus on model-driven engineering, followed by an example use-case that further explains the architecture.
We observed that existing approaches are often focused on IT layers only, and these do not take model-driven business process knowledge into account. However, business processes are the main subject or the starting point of a Business Impact Analysis and Dependency Analysis respectively. Furthermore, tools used to conduct BCM analyses are not tailored to the needs of Business Continuity Managers; often Business Continuity Managers use drawing tools like Visio with no analyses support at all to model a dependency graph. Without sufficient analysis tool support, Business Continuity Manager struggles to cope with a vast number of business processes and rapidly changing IT landscapes.
Our approach relies on model-driven engineering techniques. Model-driven engineering simplifies the development of tools for Domain Specific Languages (DSL). This increases adoption of domain specific models as software artefacts and permits contribution of domain experts, such business process analysts, to system design and problem analysis. Models as software artifacts are therefore not uncommon in industrial applications nowadays. For instance, business process knowledge is not hard-coded into business software anymore, rather exists as well defined business process model artefacts. These business process models can be accessed by auxiliary software to open up new ways to improve business management in related areas, such as BCM.
A. Requirements
In the following paragraphs we discuss two important requirements of a model-driven, business-process centric framework for Business Continuity Management:
Heterogeneous Meta-Modelling and Tooling: Business Continuity Management covers the whole stack of an enterprise. This stack comprises various different domains and layers, such as business processes domain, service composition and execution domain, IT infrastructure domain (software hardware, network, etc.), as well as facility items and human resources. Each domain is modelled by domain experts, e.g. the business process analyst or the software architect. Every domain expert can utilise various different meta-models and tools to model and express domain specific needs. For example, business processes are documented in BPMN or YAWL [10] , whereas software artefacts are depicted in UML. Of course, this separation of concerns is useful and desirable, since every model covers specific aspects of the respective domain. In most cases there exists no need to cross domains. However, BCM needs a crossdomain viewpoint on all domains to conduct a comprehensive and thorough business impact analysis and dependency analysis. To cope with heterogeneous, but complementary meta-models in a multi-tool environment is a major design and implementation challenge. Business Continuity Manager should be able to run any kind of analysis across all layers by "pushing a button". This is a challenging task, since it requires to integrate existing multi-paradigm analyses tools, i.e. simulation engines, model checkers, in an heterogeneous modelling environment.
B. Architecture
In this section we describe major elements and concepts of the architecture as depicted in Figure 1 . The description focuses on BCM related models and model-driven engineering operations, such as Model-to-Model (M2M) transformations. Other building-blocks, for example database management, are either left out or mentioned very briefly only.
The BCM planning and analysis framework centres around a set of meta-models, called Business Continuity Management Planning and Analysis Models, BCM-PAMS for short. This set comprises two types of models: Business Continuity Models (BCs) and Behaviour Analysis Models (BEAM). BC models are domain specific dependency models, whereas BEAM models are domain independent behaviour models. Both kinds of models are briefly described below. As stated previously, it is crucial to generate a consolidated and coherent view of all involved business processes and IT related resources to conduct an appropriate dependency and risk analysis. Our approach utilizes Model-toModel (M2M) transformations to generate a BC model from existing models, e.g. business process models or IT topology models. Thus we are able to reuse existing models and are able to provide a profound modeling base to the Business Continuity Manager. However, these models are incomplete and often disconnected from the BCM point of view. Hence our framework provides graphical tools to refine these BC models and to connect model elements. For example, the user adds business continuity related information and assigns resource dependency graphs to business process activities.
In a second step, model transformations are used to transform the BC model into a BEAM model. Once more the Business Continuity Manager refines the BEAM model, alters the behaviour models, adds measurement models and recovery plans.
In a third step, model transformation chains and Modelto-Text (M2T) transformation convert a BEAM model into the input format for the analysis tools. In a last step, after a run of all analysis tools, the analysis results are transformed back into the input format for the original target model (if applicable), or are visualised by tools and plug-ins developed especially for this purpose.
Next, we provide a brief description of the BC and BEAM meta-model. BC: Business Continuity Models is a set of domain specific "front-end" models in our model ecosystem. These models are hooked into existing process modelling languages, such as BPMN [12] by utilising model weaving techniques [13] . BC models lay the foundation to extend existing business process management solutions with business continuity management support. BC models cover the dependency and risk modeling aspects of Business Continuity.
Resources in a BC model are typed. For example, the resource MaxDB is of type Database. Type information are used to generate default behavior models while translating a BC model into a BEAM model. These default behaviour models are stored in a BC Library.
Due to distinguish requirements and legal regulations, we aim to develop various different industry specific BC models. We developed a BC model for IT Management and, to prove our concept, we are currently working on a BC model for Supply Chain Management.
BEAM: The Behaviour Analysis Model is a model that focuses on the behaviour, performance and analysis modelling aspects solely. This meta-model refines the BC model with behaviour information of resources and dependencies. Behaviour modeling is also used to model recovery plans and measurement models. Measurement Models are used to define BCM KPIs for resources and business processes alike, such as Return Time Objective. Unlike BC models this model is a general purpose model and not domain specific.
BEAM is based on the Tool-Independent-PerformanceModel (TIPM), a concept and related methodologies used in our previous work [14] . We extended TIPM to model multiple resource layers and dependency graphs. TIPM, and hence BEAM, provides means to couple various different analyses tools, such as simulation and analytic engines.
C. Analyses
If the model is complete the BCM Manager can trigger an analyses run. The results of a analyses run are shown to the Business Continuity Manager within the business process modeling environment as shown in Figure 2 , along with the Three-Point-Estimation View.
BC models and the related analyses support help the Business Continuity Managers to understand how a broken resource effects depending resources, how a failure propagates through the system and when eventually a failure impacts on the business processes. He/she is able to validate recovery plans as it can be decided if the average response time of a recovery plan is sufficient enough or if the residual risk is still too high and the recovery plan needs to be revised. Moreover, he/she can reuse existing models from various different domains, such a business process models or IT topology models. This relieves the Business Continuity Manager from discovering and modeling resource dependencies and processes. The two-level model refinement process helps the Business Continuity Manager to define qualitative improved analyses models and enables more accurate and precise analyses results.
V. CONCLUSIONS AND OUTLOOK
In this paper we have introduced a novel business processcentric framework for Business Continuity Management. We provided a brief overview on Business Continuity Management. Challenges in model-driven engineering for such a framework have been outlined. We discussed the architecture of a process-centric model-base framework, our BCM-PAMS models, and discussed our integration approach. We explained how our integration approach and the twolevel model refinement process increases the quality of the resulting analysis model in terms of completeness, accuracy and precision.
As a part of our continuing work within the EU project SLA@SOI we are aiming to address the remaining challenges by extending the current version of this framework with support for bulk modelling and model discovery techniques (e.g. data-mining). Moreover, we want to add an optimisation engine in order to automatically translate business process BCM metric into individual IT elements and Service Level Agreements. As simulations are often slow, we will also investigate if analytical approaches, such as LQN [15] or TLA+ [16] , etc., could be employed.
